Shire of Tammin – Privacy Policy
Statutory Context:		Privacy and Responsible Information Sharing Act 2024
		State Records Act 2000
Information Commissioner Act 2024 (WA) 
Freedom of Information Act 1992 (WA)  
Corporate Context:	Shire of Tammin Information Breach Response Policy 
Shire of Tammin Privacy Complaints Procedure 
Shire of Tammin Records Management policies and procedures 
	 Shire of Tammin ICT / Cyber Security / Acceptable Use policies
Date Adopted:
Xxxxxx 

1. Purpose
The purpose of this Policy is to establish the Shire of Tammin’s approach to the lawful, transparent, secure and respectful handling of personal information in accordance with the Privacy and Responsible Information Sharing Act 2024 (WA) and other applicable laws.
This Policy is intended to:
a. support compliance with the Information Privacy Principles;
b. explain how the Shire collects, uses, stores, discloses and manages personal information;
c. support public confidence in the Shire’s handling of personal information;
d. provide a framework for staff, contractors and decision-makers; and
e. support privacy-by-design across Shire functions, services, systems and projects.
2.	Scope
This Policy applies to:
a.	the Shire of Tammin;
b.	Council Members, Committee Members and employees;
c.	volunteers acting on behalf of the Shire;
d.	contractors, consultants and service providers handling personal information for or on behalf of the Shire, to the extent permitted by law and contract; and
e.	all formats of personal information, including paper records, electronic records, emails, images, CCTV records, customer forms, payroll records, rates records and information held in systems managed for the Shire.
3.	Policy statement
The Shire of Tammin is committed to:
a.	collecting only personal information that is reasonably necessary for its lawful functions and activities;
b.	taking reasonable steps to provide collection notices when personal information is collected;
c.	ensuring personal information is accurate, complete, up to date and secure;
d.	using and disclosing personal information only for proper and lawful purposes;
e.	maintaining appropriate safeguards against loss, misuse, unauthorised access, modification, disclosure or destruction;
f.	giving individuals clear information about how their personal information is managed;
g.	handling privacy complaints fairly and promptly;
h.	assessing privacy impacts in high privacy impact projects or activities; and
i.	responding to information breaches in a timely and structured way.
4.	Definitions
For the purposes of this Policy:
Personal information means information or an opinion, whether true or not, and whether recorded in a material form or not, about an identified individual or an individual who is reasonably identifiable.
Sensitive information means information that may require heightened protection due to its nature, context, risk of harm, or legal restriction.
Privacy Officer means the senior officer designated by the Shire under the PRIS framework to promote compliance and coordinate privacy management.
Information breach means loss, unauthorised access, unauthorised disclosure, or other compromise of information, including personal information.
Collection notice means the notice provided at or before collection, or as soon as practicable after collection, explaining why information is being collected and how it will be handled.
Public register means a register maintained under a written law and made publicly available or available for inspection.
5.	How the Shire collects personal information
The Shire may collect personal information:
a.	directly from individuals through forms, applications, payments, service requests, registrations, enquiries, complaints, bookings, recruitment and employment processes;
b.	by phone, email, correspondence, website interactions and in-person dealings;
c.	through CCTV, security systems and incident reporting where lawfully used;
d.	from third parties where authorised or permitted by law; and 
e.	through contracted systems or service providers acting on behalf of the Shire.
The Shire will take reasonable steps to ensure that, where required, individuals are given or made aware of an appropriate collection notice.
6.	Types of personal information the Shire may collect
Depending on the Shire function or service, personal information may include:
a.	name, address, phone number and email address;
b.	postal and property details;
c.	rates and debtor information;
d.	identification or licensing information;
e.	complaint, enquiry and service request information;
f.	booking, event or participation information;
g.	recruitment and employment information;
h.	health or emergency contact information where necessary and lawful;
i.	CCTV or other security-related images; and
j.	any other information reasonably required for a Shire function, service or legal obligation.

7.	Why the Shire collects personal information
The Shire collects personal information for purposes connected with its lawful functions and activities, including:
a.	delivering local government services and facilities;
b.	rates, finance, debtors and property administration;
c.	planning, building, regulatory and compliance functions;
d.	managing complaints, requests and community enquiries;
e.	administering community facilities, bookings, programs and events;
f.	recruitment, employment and workforce management;
g.	public health, safety, emergency management and incident response;
h.	contractor and procurement administration;
i.	records management and governance obligations; and
j.	compliance with written laws.

8.	Use and disclosure
The Shire will not use or disclose personal information for a purpose unrelated to the purpose of collection unless:
a.	the individual has consented;
b.	the use or disclosure is required or authorised by law;
c.	the use or disclosure is otherwise permitted under the PRIS framework; or
d.	the use or disclosure is necessary to manage serious risk, public safety, compliance or other lawful Shire obligations.
Where the Shire usually discloses information of a particular kind, this will be reflected in the relevant collection notice.
9.	Information quality
The Shire will take reasonable steps to ensure that personal information it uses or discloses is accurate, complete, relevant and up to date.
10.	Information security and storage
The Shire will take reasonable steps to protect personal information from misuse, interference, loss and unauthorised access, modification or disclosure.
These steps may include:
a.	access controls and permissions;
b.	secure passwords and authentication;
c.	records security;
d.	staff training;
e.	secure disposal arrangements
f.	contractor controls;
g.	incident reporting; and
h.	ICT and cyber security safeguards appropriate to a small local government environment.


11.	Retention and disposal
The Shire will retain and dispose of records, including personal information, in accordance with applicable legal obligations, including State records requirements and approved retention and disposal authorities.
Where the Shire is not required to retain personal information, it will take reasonable steps to securely destroy or permanently de-identify it when no longer needed.
12.	Access and correction
Where applicable, individuals may request access to, or correction of, their personal information held by the Shire, subject to any lawful limitations, exemptions or alternative statutory processes.
Requests should be directed to the Shire’s Privacy Officer.
13.	Anonymity and minimal collection
Where lawful and practicable, the Shire will seek to provide options for individuals to interact without identifying themselves, or by providing only the minimum information necessary.
The Shire acknowledges that many local government functions require identification of the individual and property or transaction involved.
14.	Public registers
Where the Shire maintains a public register under written law, it will manage personal information in that register consistently with the PRIS framework and the purpose of the register.
The Shire will consider requests for removal or non-inclusion of personal information from a public register where safety or wellbeing concerns are raised.
15.	Privacy complaints
Individuals may make a privacy complaint to the Shire if they believe their privacy has been interfered with by the Shire’s handling of personal information.
Privacy complaints will be managed in accordance with the Shire’s Privacy Complaints Procedure.
16.	Information breaches
The Shire will maintain procedures for identifying, escalating, containing, assessing, recording and responding to information breaches, including notifiable breaches where required by law.
17.	Roles and responsibilities
17.1 Chief Executive Officer
The CEO is responsible for:
a.	overall organisational compliance;
b.	resourcing and governance oversight;
c.	appointing or designating the Privacy Officer; and
d.	supporting implementation of this Policy.


17.2 Privacy Officer
The Privacy Officer is responsible for:
a.	promoting privacy compliance;
b.	coordinating privacy complaints;
c.	coordinating breach preparedness and breach register oversight;
d.	advising on privacy impact assessments;
e.	maintaining privacy guidance and training; and
f.	monitoring improvement actions.
17.3 Managers and supervisors
Managers and supervisors are responsible for ensuring privacy obligations are implemented in operational practice.
17.4 Employees and others
Employees, volunteers and contractors must:
a. handle personal information lawfully and carefully;
b. comply with policies, procedures and directions;
c. report suspected breaches promptly; and
d. complete required privacy training.

Notes:	




