Privacy and Information Handling
1. The Contractor acknowledges that in performing the Services it may have access to, collect, store, use or disclose personal information or other confidential information on behalf of the Shire. 
2. The Contractor must:
a.	comply with all applicable laws relating to privacy, records, confidentiality and information security;
b.	comply with all lawful directions of the Shire relating to the handling of information;
c.	only use or disclose information for the purpose of performing the Services, unless otherwise required or authorised by law;
d.	ensure information is protected against misuse, loss and unauthorised access, modification or disclosure;
e.	restrict access to authorised personnel on a need-to-know basis;
f.	ensure its personnel are appropriately trained and bound by confidentiality obligations;
g.	immediately notify the Shire of any actual or suspected information breach, privacy incident or unauthorised access;
h.	cooperate fully with the Shire in the investigation, containment and remediation of any privacy incident or information breach;
i.	not transfer, host or store Shire personal information outside Australia without the Shire’s prior written approval;
j.	return or securely destroy information at the end of the contract, where lawful and directed by the Shire; and
k.	permit the Shire to verify compliance on reasonable notice. 
3. The Contractor must not subcontract any function involving Shire information without the Shire’s prior written consent. 
4. The obligations in this clause survive the expiry or termination of the Contract. 

