INFORMATION BREACH RESPONSE POLICYStatutory Context:		Privacy and Responsible Information Sharing Act 2024
		State Records Act 2000
Information Commissioner Act 2024 (WA) 
Freedom of Information Act 1992 (WA)  
Corporate Context:	Shire of Tammin Information Breach Response Policy 
Shire of Tammin Privacy Complaints Procedure 
Shire of Tammin Records Management policies and procedures 
	 Shire of Tammin ICT / Cyber Security / Acceptable Use policies
Date Adopted:
Xxxxxx 

1. Purpose
This Policy establishes the Shire’s framework for identifying, escalating, containing, assessing, recording and responding to information breaches, including notifiable information breaches.
2. Scope
This Policy applies to all actual, suspected or attempted information breaches involving:
a.	personal information;
b.	confidential information;
c.	Shire-held information managed by staff, contractors or service providers; and
d.	all formats and systems.
3.	Objectives
The objectives are to:
a.	contain breaches quickly;
b.	reduce harm;
c.	preserve evidence;
d.	ensure proper assessment and escalation;
e.	meet legal notification obligations;
f.	improve systems and practices after incidents.
4.	What is an information breach?
An information breach may include:
· email sent to the wrong recipient; 
· paper file lost or left unsecured; 
· unauthorised staff access; 
· malware or cyber compromise; 
· theft of device or storage media; 
· inappropriate disclosure at the counter or by phone; 
· contractor mishandling information; 
· publication of personal information in error. 
5.	Reporting obligation
Any employee, contractor or volunteer who becomes aware of a suspected information breach must report it immediately to:
1. their manager; and 
2. the Privacy Officer; and 
3. ICT, where the breach is system, email, cyber or device-related. 
6.	Initial response
On becoming aware of a possible breach, the Shire must as soon as practicable:
a.	contain the breach;
b.	recover information where possible;
c.	disable access or credentials if required;
d.	stop further disclosure;
e.	preserve logs, records and evidence;
f.	notify the Privacy Officer.
7.	Assessment
The Privacy Officer, with relevant officers, will assess:
a.	what happened;
b.	what information is involved;
c.	how many individuals are affected;
d.	whether the information is sensitive or high-risk;
e.	whether the information is encrypted, recovered or already publicly available;
f.	the likely harm;
g.	whether the breach is likely to meet the threshold for a notifiable information breach;
h.	whether law enforcement, cyber security, insurer or legal advice is required.
8.	Response team
Depending on the nature of the breach, the response team may include:
· Privacy Officer 
· CEO 
· relevant manager 
· ICT provider / cyber support 
· records/governance officer 
· HR 
· legal adviser 
· communications officer 
· insurer 
9.	Notification
Where required by law, the Shire will notify:
a.	the Information Commissioner; and/or
b.	affected individuals; and/or
c.	other authorities, insurers or stakeholders.

Notifications should be coordinated, accurate and approved by the CEO or delegate.
10.	Communications
No officer is to make external statements about an information breach unless authorised.
Communications with affected individuals should be:
· timely; 
· factual; 
· respectful; 
· clear about what happened, likely impact, steps already taken, and what the person can do. 
11.	Register and documentation
All assessed breaches, including near misses where appropriate, must be recorded in the Information Breach Register.
12.	Post-incident review
After each significant breach, the Privacy Officer will coordinate a review addressing:
a.	root cause;
b.	lessons learned;
c.	policy/process/system changes;
d.	training needs:
e.	contractor or procurement issues;
f.	reporting to executive or ARIC where appropriate.

